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Chwong 1: Gidi thiéu

Tuong lira wng dung web khéng phé bién nhu twong lra mang, nhung né
d4 duoc dé cap dén trong céc tin tuc, bai bo va hoi thao bao mat hién
nay. Cac doanh nghiép @& chip nhan sir dung cong nghé nay bai vi né
nang cao an toan web mot cach dang ké. Nhung cau hinh, trién khai va
duy tri cdng nghé méi nay khong hé don gian. Dé trién khai ching thanh
cdng, ban can phai hiéu rd cac hoat dong caa wng dung mot cach day du
va cau hinh cac quy tic tuong lira mot cach can than. Hon nita, chi phi dé
mua duoc san pham thuong mai 14 rat dit do, ching toi khuyén khich bt
dau sir dung véi cac san pham ma ngudn ma, chang han ModSecurity, do
d6 ban c6 thé dua ra quyét dinh, néu giai phap nay la thich hop véi ngan
sach va moi truong mang cua ban.

Trong vai nim gan day, cac 16 hong tng dung web da tré thanh méi de
doa 16n nhat trong mdi truong cong ngh¢ thong tin. Theo co s¢ dir ligu 16
héng ma nguon mg (OSVDB), cac mdi de doa wng dung web chiém hon
50% tat ca cac 15 hong trong nam 2010. Ban khéng phai mot chuyén gia
trong linh vuc IT dé cu hinh céc (ng dung web d4 tré nén sir dung rong
rdi trong cudc song ciing nhu trong kinh doanh. Do d6, bao mat cac ung
dung web d4 tré thanh mot van dé quan trong nhat ma ban can phai cha y
nhu ngudi ding cudi hoic mot ngudi kinh doanh.

Tuong lira (tng dung web (WAF) 1a mot dang tuong lira nham loc céac luu
lugng HTTP dua trén mot tap quy tic. N kiém tra & mac wng dung vi
vay no thuong di kém nhu mot thiét bi hoic mot mé dun trong may chu,
cd chirc ning xac dinh va ngin chin cac tin cong web phd bién nhu
cross-site scritpting (XSS) va SQL injection bang viéc tuy chinh cac quy
tac Do d6, viéc tly chinh cac quy tic nay Ia rat dang quan tdm va yéu
cau bao tri cao.

C6 nhiéu cach dé bao vé tng dung web, ching han nhu thuc hién mot
doan ma an toan, quan Iy cu hinh an toan, thuc hién danh gia 16 hong va
trién khai tuong lira ung dung web, nhung khong c6 mot giai phap nao l1a
hoan hao, viéc su dung tuong hra irng dung web chi 1a mét phuong thirc
bao mat ang dung. Ky thuat nay twong d6i méi so vai cac cong nghé
khac, nhung n6 cd thé tro thanh mot giai phap hitu hiéu khi ban cau hinh
va str dung no6 dung cach.
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Trong bai giéi thiéu nay, Modsecurity s& duoc sir dung dé minh hoa lam
thé nao bao mat tng dung web st dung WAF. Modsecurity bao vé céac
ng dung web tir nhiéu cudc tan céng va cho phép giam sat luu luong
HTTP vdi su can thiép khdng nhiéu cua co so ha tang hién c6. N6 1a mot
mo dun ma ngudn mé cua ung dung may chit web Apache va no da duogc
bao tri boi SpiderLabs, Trustwave. Tir khi né 13 mot san pham ma ngudn
m&, n6é mac nhién 1a mién phi va nhiéu nguoi ding sir dung da gép phan
cai thién va duy tri san pham nay.

WAF khoéng phai 1a mot céng cu ma chi nham ngan chin cac hoat dong
nguy hiém tai I6p (ng dung. N6 ciing ¢ thé duoc sir dung dé phan tich
va phat hién cac luu luong nguy hiém tin céng vao céac ung dung. Do do,
phan sau cua loat bai viét ndy s& minh hoa Iam thé nao phan tich cac tin
cdng web phé bién sir dung WAF dé phét hién va ghi lai cac kha ning
cung véi nhat ky may chu Web Apache.

Chwong 2: Modsecurity

Mod_security la mot opensource web application firewall duoc Ivan
Ristic phat trién danh cho Apache Web Server. Ivan Ristic 13 tac gia
quyén sach.Ong 1a mot ngudi c6 rat nhiéu kinh nghiém trong bao vé
Apache Web Server. Ong da c6 nhiéu thoi gian nghién cau Web
Application Security, Web Intrusion Detection, va Security Patterns.
Trudc khi chuyén sang linh vuc security, Ivan da ¢6 nhiéu nim lam viéc
nhu mét developer, system architect, technical director trong phét trién
phan mém. Ong 13 ngudi sang lap ra cdng ty ThinkingStone 1am céc dich
vu lién quan dén web application security.

Hién tai mod_security sir dung gidy phép GPL, hoan toan mién phi.
Ngoai ra néu mubn c6 sy hd trg thi ban cd thé mua né tai cong ty
ThinkingStone cua ong (http://www.thinkingstone.com)
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. Cac kha nang cua mod security

- Request filtering : tat ca cac request gui dén web server déu dugc phan
tich va can loc (filter) trude khi chung dwoc dwa dén cac modules khac dé
xu ly.

- Anti-evasion techniques: paths va parameters dugc chuan hoa truéc khi
phan tich dé chéng evasion techniques. K3 thuat nay s& duoc thao luan ¢
phan sau.

- Understanding of the HTTP protocol: mod_security la web application
firewall nén nd c6 kha niang hiéu dugc HTTP protocol. Mod_security c6
kha nang can loc dua trén céc thong tin & HTTP Header hay c6 thé xem
xét dén tirng parameters hay cookies cuia cac requests ...vv

- POST payload analysis: ngoai viéc can loc dwa trén HTTP Header,
mod_security c6 thé dva trén noi dung (payload) cia POST requests.

- Audit logging : moi requests déu c6 thé duogc ghi lai (bao gom ca POST )
dé ching ta co thé xem xét sau néu can.

- HTTPS filtering: mod_security cé thé phan tich HTTPS.

- Compressed content filtering: mod_security s€ phan tich sau khi d&

decompress cac request data.

Qua trinh xtr ly cac request cua Apache va mod_security
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Modsecurity cho phép ban dit rule tai mot trong nam thoi diém trong
chu ky xt ly ctia Apache nhu sau:

Phase Request Header: rule dugc dat tai day s€ duoc thuc hién ngay sau
khi Apache doc request header, IGc nay phan request body van chua duoc
doc.

Phase Request Body: day 1a thoi diém céc théng tin chiic ning chung
dua vao vao dugc phan tich va xem xét, cac rule mang tinh application-
oriented thuong dugc dit & day. O thoi diém nay ban da nhan du cac
request argument va phan request body da dugc doc.Modsecurity hd tro
ba loai ma hoa request body

+ application/x-www-form-urlencoded dung dé truyén form dir liéu
+ multipart/form-data dung dé truyén file

+ text/xml dung dé phan tich di liéu XML



Khoa CNTT — DH Céng nghiép thanh phé H& Chi Minh Tim hiéu Modsecurity & demo tinh ndng

Phase Response Header: day la thoi diém ngay sau khi phan response
header duogc giri tra vé cho client. Ban dat rule & day néu mudn giam sat
qua trinh sau khi phan response dwoc gui di.

Phase Response Body: day 1a thoi diém ban mudn kiém tra nhitng dit
licu HTML gui tra vé

Phase logging: day 1a thoi diém cac hoat dong log duoc thuc hién, cac
rules dit ¢ day sé& dinh rd viéc log s& nhu thé ndo, nd s& kiém tra cac error
message log cua Apache. Pay cung 1a thoi diém cubi cing dé ban chan
cac connection khéng mong mudn, kiém tra céc response header ma ban

khdng thé kiém tra & phase 3 va phase 4.

II. Cai dat
1. Download mod_security:
#wget

http://www.modsecurity.org/download/modsecurity-

apache 2.5.13.tar.gz

2. Trudce khi cai dat

Can cac thu vién apxs, libxmlI2 va can file mod_unique_id.so
Cai dat thu vién
#yum install httpd-devel (cai apxs)
#yum install libxmI2-devel
Thém dong sau vao file http.conf (file nam trong /etc/httpd/conf) dong
sau
LoadModule unique_id_module modules/mod_unique_id.so
(Cha y: thém vao doan c6 nhiéu LoadModule d¢au dong)
3. Giainén
#tar xzvf modsecurity-apache_2.5.13.tar.gz
4. Bién dich
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Tai thu muc apache2 gd cac Iénh sau
#./configure
#make
#make install
5. Tich hgp modsecurity vao apache
Thém dong sau vao file httpd.conf
LoadModule security2_module modules/mod_security2.so
6. Khéi dong lai apache

#service httpd restart

I11. CAu hinh co bin
1. File ciu hinh

Modsecurity la application firewall thuoc loai rules-based, nghia chung ta

can thiét 1ap cac luat (rules) d¢ mod_security hoat dong. Céc rules nay
duoc thé hién dudi dang cac chi thi (directives) va cé thé dit truc tiép
trong file cdu hinh Apache (thdng thuong 13 httpd.conf).
Ngoai ra c6 thé dat cac cau hinh ndy vao mot file riéng, chang han
modsecurity.conf trong thu muc conf.d va sau d6 chiing ta can thém vao
httpd.conf

Include conf.d/modsecurity.conf
(mac dinh trong httpd.conf da c6 dong include conf.d/*.conf v&i dong nay
né s& thuc hién tat ca cac file c phan mé rong 1a .conf)

2. Turning Rule on and off

Theo mic dinh thi rule engine bi disable. Dé kich hoat modsecurity ta can
thém chi thi sau vao file cau hinh

SecRuleEngine On
Directive nay dung dé diéu khién rule engine, chiing ta c6 thé sir dung céc

tuy chon la On, Off hoac DynamicOnly.
9
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Off : V6 hiéu hoa modsecurity
DetectionOnly : Khi n6 phu hgp mét luat nao do thi né ciing khong thuc
hién bat ki action nao. (n6 rat cé ich trong tredng hop mudn test mot luat
nao d6 ma khong mudn né block bat ki request nao cé van dé vai luat)
On : Céc rules cua modsecurity dugc ap dung cho tat ca cac noi dung

3. SecDefaultAction
Dung dé tao cac action mic dinh. Khi tao 1 luat ma khdng chi ré hanh
dong cho luat @6 no s€ thuc hién hanh dong mac dinh

Vi du: SecDefaultAction "phase:2,deny,log,status:403"

V. Rules
1. Xay dung rules nhw thé nao?

HTTP request
GET /documentation/index.html HTTP/1.1
Host: www.modsecurity.org
User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.8.0.1)
ecko/20060124 Firefox/1.5.0.1
Accept:

text/xml,application/xml,application/xhtml+xml,
text/html;q=0.9,text/plain;q=0.8,image/png,*/*;q=0.5
Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: 1SO-8859-1,utf-8;9=0.7,*;q=0.7
Keep-Alive: 300

Connection: keep-alive

Referer: http://www.modsecurity.org/index.php

Cookie:__ utmz=129890064.1139909500.1.1.utmccn=(direct)|

utmcsr=(direct)|utmcmd=(none);
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